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Aviation threats ς what do we know? 
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ÅHigh profile 

ÅGuaranteed media coverage 

ÅHuge security ramifications 

ÅComplicated to deal with 

ÅCross international boundaries 
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High profile threats by extremists utilising aircraft 
began in late 1960s 

2 



mcLarensaviation.com 

What deliberate aviation threats exist today? 
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ÅChemical - bomb, munition, rocket/missile, 
explosive device 

ÅPersons (armed hijack, crew overpowering, lock-
out.) 

ÅDebilitating ς lasers, bio etc.  

ÅCyber  (Cyberjacking) ς aircraft, ATC , Ground 
operations, customer interface, finance control 
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Chemical 
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Persons  
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Hazard e.g. laser blinding, bio attack 
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How does cyber threat compare?  
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ÅThreat to life is low (at the moment) 

ÅPotential operational disruption is high 

ÅCan (and mostly does) originate remotely (through servers) 

ÅA risk generated remotely is one of the hardest issues to 
deal with, why? 

ïGeographically difficult to locate 

ïHard and expensive to resolve 

ïMay derive from an area with poor legislation/policing 

ïCulprits may remain anonymous and disappear  
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In time, a greater upload capability will come with 
remote access  over internet systems for aircraft 
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ÅAircraft already have multiple links to remote systems 

ÅWifi, ACARS (Aircraft Communications Addressing and Reporting System) , 
ACMS (Aircraft Condition Monitoring System), voice comms, satellite 

ÅB707  16 bands of data per flight 

ÅB787 146,000 bands of data per flight 
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Do aircraft fly using wifi or through internet  
servers? 
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ÅNo, aircraft flight systems do not rely on wireless/internet 
connections 

ÅCan aircraft systems be updated through wireless? 
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Update methods for aircraft 
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ÅSoftware via computer link (hard connection) 

ÅMinor uploads via memory devices 

ÅBut this is changing 
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Media fear (similar to Y2K)  
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Are there proven cases of control loss? 
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ÅWe assumed we  had it with mobile phones 

ÅWe assumed we had it with computers, Ipads etc. 

ÅNo proven flight control system failure known  

ÅWe have had computer related software and 
hardware issues in the past (failure on the part of 
maintenance, design and implementation) 
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Cyber Attack - Where is the primary risk now? 
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ÅFlying ς No (though this may change) 

ÅAirline/airport  infrastructure and 
support systems - Yes 
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The real cyber danger at this time operational 
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